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1. Introduction

The rapid development of information technology has driven the transformation of the global
economy toward a dynamic digital ecosystem (Parlika, 2020), where social commerce has emerged as
one of its key pillars. In this context, electronic auction systems (e-auction) have become an effective
trading mechanism for determining market prices in a transparent and competitive manner (Nabeel Al-
Qirim, Kamel Rouibah, Hasan Abbas, 2022). The success of auction platforms largely depends on users'
trust in the system’s integrity. Empirical investigations show that users' perceived security has a
significant positive correlation with their active participation in bidding processes (Gsu, 2025). Without
adequate security assurance, the auction ecosystem risks being abandoned by its users.

However, as the volume of digital transactions increases, cybersecurity threats are also becoming
more complex and harder to detect. Online platforms are now primary targets of various cyberattacks
aimed at user accounts (Imanova & Mahmudova, 2025). Weak access control in many web-based
systems makes sensitive user data vulnerable to exploitation by irresponsible third parties (Kashmar et
al., 2016). comprehensive review of online social network security emphasizes the need for stricter
privacy protection mechanisms to safeguard user data from leakage and misuse (Kumar et al., 2021).

One of the major security vulnerabilities in modern authentication systems is the reliance on single-
factor verification methods. In today’s end-to-end encryption era, conventional web authentication
mechanisms that rely solely on username and password combinations are no longer sufficient to
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guarantee user identity validity (Blessing et al., 2021). Modern authentication frameworks require the
implementation of layered security factors or Multi-Factor Authentication (MFA), especially for cloud-
based and publicly accessible systems (Mostafa et al., 2023). The absence of a second security layer
makes it easier for attackers to take over user accounts through brute force attacks or credential theft.

In the specific domain of online auctions, security threats manifest in the form of fake accounts and
manipulative behaviors. The spread of false information and fictitious identities poses a serious
challenge that disrupts auction price stability (Asfari et al., 2025). In addition, social engineering attacks
are often used to trick users into unknowingly granting access to their accounts (Mehta et al., 2021).
Human-computer interaction in auction environments requires specialized security interfaces capable
of detecting such behavioral anomalies without compromising the comfort of legitimate users
(Waldemar Karwowski, 2022).

Various identity verification methods have been implemented to address these issues, but each has
its own limitations. Email-based verification, although popular, is often ineffective because verification
messages frequently end up in spam folders or are delayed. Furthermore, email is a primary vector for
phishing attacks designed to steal user credentials (Nonye Benedeth Ezeaka, 2024), (Nyasvisvo &
Chigada, 2023). SMS (Short Message Service)-based verification offers a higher level of security and
service personalization (R. K. Amin et al., 2025). However, the relatively high operational cost of SMS
becomes a burden for service providers, especially for platforms with large user bases.

As a more efficient alternative, instant messaging applications such as WhatsApp offer great
potential as a verification medium. Digital forensic analysis indicates that the evolving social media
landscape positions WhatsApp as an application with high data security standards (Brown, 2025).
Although spyware threats exist on mobile devices, WhatsApp’s encrypted security architecture still
makes it a reliable communication channel. Moreover, the adoption of digital technology in critical
services, such as elderly care, has demonstrated that WhatsApp-based authentication is easily accepted
across various user groups due to its familiarity (Care, 2025).

The use of WhatsApp Gateway to send One-Time Password (OTP) codes has been technically
proven as a valid login verification method (Nasution et al., 2024). Integration of the WhatsApp API
enables systems to validate user phone numbers in real time before granting access to core services,
thereby minimizing the risk of registering accounts with fictitious numbers (Pardede & Marbun, 2024).
The development of Android-based mobile applications has also increasingly adopted OTP
mechanisms as a new security standard (Ashari et al., 2022). This aligns with public sentiment analysis
of phone number identification applications, which shows a high market demand for user identity
validity in digital communication (Kurniawan et al., 2025).

Although security is a priority, user experience (UX) must not be overlooked. There is a close
relationship between system security and customer satisfaction; overly rigid systems can reduce user
interest (N. Amin & Salim, 2025). Security interfaces are often considered important but not intuitive
and difficult for general users to trust (Daffalla et al., 2023). Therefore, the main challenge in developing
2FA systems is balancing enhanced security with usability in web-based systems (R. K. Amin et al,,
2025). Users expect a verification process that is fast, transparent, and minimally disruptive.

To address UX challenges, technical innovations in data transmission and validation methods are
required. Lightweight data access systems are essential for public devices with limited resources
(Pandey & Chauhan, 2025). The use of time-limited OTP must be supported by automatic detection
mechanisms on the user interface side. Integration of graphical authentication or periodic data polling
methods can provide immediate visual feedback to users (Jeevarathinam & Akilan, 2025). Complex
system approaches such as blockchain and other emerging technologies also emphasize the importance
of authentication mechanisms that respond dynamically to changes in security status (Rights, 2023).
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Based on the problems and technological opportunities described above, this study aims to
implement a Two-Factor Authentication (2FA) system based on WhatsApp Gateway on the Mokasindo
auction platform. This research offers novelty in integrating third-party APIs with a real-time polling
method using AJAX. This method allows the system to automatically detect user verification status and
perform auto-login without requiring users to reload the page. This solution is expected to effectively
eliminate fake bidder accounts while delivering a seamless and modern user experience.

2. Research Methods

This study applies a modified prototyping-based system development method to support third-
party API integration. The primary focus of the methodology lies in designing a secure data exchange
mechanism between the application server, the WhatsApp service provider (Gateway), and the end-
user interface.

2.1. Proposed System Architecture

The system is designed using a Client-Server architecture integrated with external services through
a REST APIL The main entities in this system consist of the User (Client), the Application Server
(Laravel), the Database Server (MySQL), and the WhatsApp Gateway (Fonnte). The data
communication flow begins when a user registers, where the server does not immediately store the data
as an active account, but instead holds it in a pending status until verification is successfully completed
through the WhatsApp channel.

Web Application System Architecture
(Registration & OTP)

Registration
Data

L — API Request | ;
== =
f=——S=—s Fonnte

User Web Server WhatsAbp‘Gateway
(Web Browser) (Laravel Framework) Webhook API (Fonnte)
Notification

oTP
Message

! ‘
Ej >

User's Phone OTP Code Database Server
(Icon) (MysQL)

Figure 1. Data Communication Architecture of the 2FA Authentication System

Figure 1 illustrates the system topology. Its main focus is to show which entities communicate with
one another.

Flow Description:

Client (User): Accesses the website using a browser.
Web Server (Laravel): Serves as the central logic unit. It manages the database and APL
Database (MySQL): Stores user data, including accounts with pending status.

L .

WhatsApp Gateway (Fonnte): A third-party service that bridges our server with the WhatsApp
application on the user’s mobile phone.

5. Webhook Path: A critical communication path where Fonnte reports back to our server when

the user replies to a message.
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2.2. OTP Generation and Delivery Algorithm

The security process begins with the generation of a unique verification code. This algorithm
ensures that each registration session has a simple cryptographic token that is unique in nature. The
verification code C is formed by a string randomization function R with a specified character length L,
which is formulated as follows:

C = "PREFIX" + Upper(R(L)) 1)
Where:
a. PREFIX is the constant string "REG-".

b. Risa pseudo-random string generator function.
c. Lis the length of the random characters (5 characters).

After the code C is generated, the system stores it in the database D along with the user identity U
and sets the initial status S_init to false (inactive).

Upew = {"email","phone", "password", C, Sinir = 0} (2)
The pseudocode for the OTP code delivery logic via the Fonnte API is described in Algorithm 1
below:
Code 1. OTP Generation and Delivery

Input: Data Registrasi (Nama, Email, NoHP)
Output: Pesan Terkirim, Record User Tersimpan

1. BEGIN
2 Validasi format NoHP (pastikan awalan 62/08)
3. Generate Kode Unik C sesuai persamaan (1)
4 Simpan User ke Database dengan status is active = FALSE
5 Siapkan Payload HTTP Request:
target = NoHP
message = "Halo [Nama], Kode verifikasi Anda: " + C
6. Kirim HTTP POST ke "https://api.fonnte.com/send"
7. IF Response Code == 200 THEN
8. Redirect User ke Halaman Verifikasi (Waiting Page)
9. ELSE
10. Return Error Message
11. END IF
12. END
User Registration with WhatsApp OTP Flowchart
(Name, Email, Phone)
Generate Unique Code
“REG-XXXX"
Database: Save User
(Status: Inactive)
Decision:
API Success?
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Figure 2. Flowchart of Registration and OTP Delivery Process

Figure 2 focuses on the backend logic when the "Register" button is pressed. It visually represents
the flow described in Algorithm 1.

Flow Description:

The system receives user input.

The system generates a unique code (e.g., REG-A1B2C).

The user data is stored in the database but remains “locked” (is_active = 0).
The system attempts to communicate with Fonnte.

Ok N =

If Fonnte responds with "OK", the user is redirected to a waiting page. If an "Error" occurs, the
user is returned to the registration form.

2.3. Webhook Mechanism and Message Validation

To verify users, the system employs a Webhook method that listens to incoming messages in real
time. Unlike conventional OTP methods where users manually enter the code on a website, this
approach requires users to send the code back via WhatsApp. This simultaneously validates two
aspects: ownership of the WhatsApp account and the validity of the phone number.

When an incoming message is received by the Webhook endpoint, the system parses the message
content M and the sender’s number P. Validation is performed by matching M with the verification
code C stored in the user table.

The validation function V (M, P)is defined as:

True, if 3U € D: (Ugoge = M A Uss gerive = 0)

V(M,P) = {False, otherwise

3)

If the validation function returns True, the system updates the user status in the database as
follows:

Update(U) - { Uphone =P, Uis_active = 1, Ucoge = NULL} (4)
2.4. Real-time Polling Method on the User Interface

To provide a seamless and responsive user experience, the web interface implements a Short
Polling mechanism using AJAX (Asynchronous JavaScript and XML). This technique allows the
browser to periodically request the verification status from the server without requiring user
intervention.

The polling interval T is set to 3 seconds (3000 ms) to balance interface responsiveness and server
load. The status-checking logic on the client side is described in Algorithm 2.

Code 2. Real-time Verification Status Polling

Input: User ID ($id)
Output: Redirect ke Dashboard

1. BEGIN

2 Set Interval Timer T = 3000 ms

3 LOOP setiap T:

4, Kirim GET Request ke "/cek-status-verifikasi/{$id}"
5 Terima JSON Response (R)

6 IF R.status == "success" THEN

7 Hentikan Loop (ClearInterval)

8. Tampilkan Notifikasi "Akun Aktif"

9. Redirect ke Halaman Utama (Dashboard)

10. ELSE

11. Tetap di halaman, tunggu interval berikutnya
12. END IF

13. END LOOP

14. END
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FLOWCHART: SERVER SIDE & CLIENT SIDE PARALLEL PROCESSES

Server Side (Webhook) Client Side (Browser)

Receive Incoming
Message via Webhook (3 seconds)
AJAX Request:

Check User Status

A

Decision:
Is Message ==
'REG-XXXX'?

Wait & Repeat
Update User Status to Log as Invalid
‘Active’ in Database or Ignore
ikl d Auto Login & Redirect
l to Dashboard
Send Reply :
‘Success’ End

Figure 3. Flowchart of Polling Logic and Auto-Login

Figure 3 illustrates the frontend logic (browser-side). It represents a background script that

continuously runs on the waiting page.

Flow Description:

1
2.
3.
4

When the page loads, a timer starts (every 3 seconds).

The browser sends a request to the server: “Is this User ID already active?”

The server checks the database.

If the status is still 0 (inactive), the browser remains idle and waits for another 3 seconds before
repeating the request.

If the status becomes 1 (active) —triggered by the Webhook — the browser automatically logs in
the user and redirects them to the Dashboard.

3. Results and Discussion

The results of this study indicate that the Two-Factor Authentication (2FA) system based on a

WhatsApp Gateway has been successfully implemented on the Mokasindo auction platform. The

system is capable of handling user registration, OTP code delivery, receiving replies via Webhook, and

automatically updating user status using a polling method.

3.1. Implementation of Program Logic

The core of this security mechanism lies in the backend, which handles incoming requests from the

WhatsApp server (Fonnte). In Code 1, the implementation of the handle function in the

WebhookController is presented. This function is responsible for validating incoming messages. If the

message matches the unique code format (REG-XXXX) stored in the database, the system updates the

user status to active (is_active = 1) and assigns the user’s phone number based on the valid WhatsApp

sender number.

Code 3. Implementation of Webhook Logic in Laravel

public function handle (Request S$request)

{

$sender = S$request->input ('sender');
Smessage = trim(Srequest->input ('message'));

// Logika Validasi Kode REG-XXXX
if (str_starts with(strtoupper (Smessage), 'REG-')) {
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if (Suser) {
Suser->update ([
'phone number' => $sender,
'is _active' => true,
'verification code' => null

1)z

// Kirim balasan sukses ke user...

}
}

In Code 3, it is shown that the system does not trust the phone number input provided in the initial
registration form. Instead, it retrieves the actual phone number ($sender) directly from the WhatsApp
payload received. This approach effectively closes a security loophole where users could register using
fake numbers or numbers belonging to others.

3.2. User Interface Implementation

The user interface is designed to guide users through the verification process independently. In
Figure 4, an instruction page is displayed immediately after the user completes the registration form.
This page presents a unique code along with a Call-to-Action (CTA) button that directs the user straight
to the WhatsApp application.

Verifikasi Nomor WhatsApp

KOOE VERIFIKASI AMDA

REG-FPHMS

Figure 4. Verification Instruction Page and Unique Code

After the user sends the message, the system automatically provides visual feedback. In Figure 5,
the conversation flow shows the bot responding to the user’s verification message, indicating that the
account has been successfully activated. At the same time, the web page in the user’s browser
automatically redirects to the main page (Dashboard) without requiring a manual refresh.

Bot Mokasindo

REG-8IG3I

@ selamat tegart Akun Anda berhasil diaktifkan. Silakan kembali
ke website, Anda akan lo s.

REG-FPHMS

REG-FPHMS

@ selamat tegar! Akun Mokasindo Anda berhasil diaktifkan. Silakan kemt
ke website, Anda akan login otomatis.

Kode verifikasi salah atau kadaluarsa.
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Figure 5. WhatsApp Bot Response
3.3. Functional Testing (Black Box Testing)

System testing was conducted using the Black Box Testing method to ensure that each function
operates according to the specified requirements. The test scenarios include handling both valid and
invalid inputs, as well as system responses to incorrect verification codes. The results of the functional
testing are summarized in Table 1.

Table 1. Black Box Testing Results

Test Scenario Expected Result Test Result ~ Conclusion

System stores data with inactive status and generates a As Expected Valid
New User Registration =~ unique code

Login Without As Expected  Valid
Verification System denies access and displays an error message

Send Correct Code to Bot replies with an error message, user status remains As Expected Valid
WhatsApp inactive

Send Correct Code to User status changes to active, bot replies with success As Expected Valid
WhatsApp message

Web page automatically redirects when status becomes As Expected Valid
Auto-Login (Polling) active

Based on Table 1, all test scenarios resulted in valid outcomes. This demonstrates that the 2FA
mechanism successfully prevents unauthorized access (scenario 2) and properly handles user input
errors (scenario 3).

3.3. Performance Analysis and Discussion

A crucial aspect of this implementation is latency, or the delay experienced by users from the
moment they send a WhatsApp message until the web system performs automatic login. The total
latency Litqis influenced by the WhatsApp network transmission time T,,,, the webhook processing
time on the server Tspyer, and the AJAX polling interval T),,;. This relationship can be expressed as:

T, u
Ltotal i Twa + Tserver + % (5)

In this study, the polling interval T,,;is set to 3 seconds. Based on average testing results, T,,,and
Tservertake approximately 1-2 seconds depending on network conditions. Therefore, the average user
waiting time is around 3.5 seconds.

The discussion of these results confirms that using a polling method with a 3-second interval
provides an optimal balance between server load and interface responsiveness. Compared to email-
based verification methods—which typically require 1-5 minutes (including opening the email
application and locating the message) —the WhatsApp Gateway approach offers a significantly faster
and more seamless user experience.

Furthermore, real-time phone number validation significantly reduces the risk of fake bidder
accounts, as each account is tied to a valid and active mobile number, which is far more difficult to
falsify at scale compared to email addresses.

4. Conclusion

This study successfully achieved its main objective of designing and implementing a Two-Factor
Authentication (2FA) security system based on a WhatsApp Gateway on the Mokasindo auction
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platform. The functional testing results demonstrate that the integration of third-party APIs with a

Webhook mechanism is capable of validating user identities in real time, ensuring that every registered

account is linked to an active phone number. This effectively mitigates the risk of fake account (fake
bidder) registrations that often disrupt the integrity of the auction ecosystem.

Beyond security, the implementation of the Real-time Polling method on the user interface has
proven to be significant in bridging the gap between strong security and usability. The auto-login
feature, triggered by changes in verification status on the server, provides a seamless user experience
without requiring manual page refreshes, with an average system latency of approximately 3.5 seconds,
which is considered efficient compared to conventional email-based verification methods.

As a future development, it is recommended to replace the Short Polling mechanism with
WebSocket technology to improve server resource efficiency at scale, as polling can impose a higher
load due to repeated requests. In addition, the existing WhatsApp Gateway infrastructure has strong
potential to be extended to other transactional features, such as automatic auction winner notifications,
outbid alerts, and payment reminders. The implementation of these additional features is expected to
create an auction ecosystem that is not only secure against account manipulation but also responsive
and informative for all users.
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